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Question: 1

Which are two main features of Advanced Malware Protection? (Choose two.)

A. Rapid App Containment

B. Leverages Global Threat Intelligence to provide zero-day protection
C. Threat protection across the entire attack continuum

D. User and Entity Behavior Analytics

Answer: BC

Question: 2

What is key feature of Cognitive Threat Analytics?

A. It enables safe email usage with event Analytics

B. It improves threat detection over time with machine learning

C. It enhances anonymity with URL filtering

D. It enables greater endpoint device profiling intelligence with entity modeling

Answer: B

Question: 3

Which feature of ISE combines user identification with robust context sharing platform to prevent
inappropriate access?

A. Centralized policy management
B. Context-aware access

C. Patch management

D. Platform exchange grid

Answer: B

Question: 4

Which three options are attack vectors protected by Email Security? (Choose three)

A. Endpoints
B. Offline Devices
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C. Mobile
D. E-mail
E. Voicemail
F. Backups

Answer: ACD

Question: 5

Which Cisco product included in the Endpoint threat-centric solution?

A. Umbrella
B. ASAv

C. Meraki MX
D Cloudlock

Answer: A

Question: 6

Which feature of CTA can separate statistically normal traffic form anomalous traffic?

A. URL filtering

B. Trust modeling

C. Anomaly detection
D. Event classification

Answer: C

Question: 7

Which are two key Cisco products that are part of the web threat-centric solution? (Choose two.)

A. Cisco Defense Orchestrator

B. Cisco Umbrella

C. Cisco Identity Services Engine
D. Cisco Web Security Appliance
E. Cisco Email Security Appliance

Answer: B, D

Question: 8

Which feature of E-mail Security protects users from virus outbreaks using the Tabs database to
guarantine suspicious messages?
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Antivirus defense

Outbreak fitters

Data Loss Prevention
Advanced Malware Protection
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Answer: B

Question: 9

Which Cisco solution falls under Advanced Threat?

A. Umbrella

B. Identity Services Engine
C. Stealthwatch

D. Threat Grid

Answer: C
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